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Definitions of terms
• Misinformation

• Disinformation

• Propaganda

• Fake news

• Deep Fakes
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What is social 
media?



• Not searchable by traditional search engines such as 
Google or Bing

• Accessible by certain software such as Tor
• Privacy, anonymity make illegal uses common
• Also used for private messages (Slack, WhatsApp)

Mis- and disinformation on the Dark Web



• Powerful opportunities to 
connect, socialize

• Some harmful effects – e.g., 
hate speech, cyberbullying

• Can Interfere with other life 
functions

Social media 
neither 
inherently 
harmful nor 
beneficial



Who uses 
each social 
media 
platform?



Mis/disinformation and fake news are 
not new



Mis/disinformation adapts to media



Faster than 
the speed of 
light
• Fake news can spread 10x 

faster than legit news – MIT
• Corrections not viewed or 

believed
• False but outrageous tends to 

stick



• Three types

• Biased attention – selective focus

• Biased interpretation – conscious 

• Biased memory - selective

The role of confirmation bias



- No official diagnosis
- Addictive qualities

Social media 
stickiness/
“addiction”



- Designed to “addict” young people
- Habit formed after 260 video views
- 35 minutes

Revelations from TikTok lawsuit
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Adolescents a prime target

• Brains still developing
• Digital media activities same neural regions as drugs



• Exposure and repetition are 
key

• Believing is not necessary
• People share information 

they know is false

Everyone is 
susceptible to 
believing mis/ 
disinformation



• Signals political position
• Disparages perceived opponents
• Accrues social rewards

Why people spread mis/disinformation



• Aligns with personal 
identity/social norms

• Novelty
• Elicits strong emotionsPsychological 

factors behind 
sharing



• No standardized way of defining or measuring 
people’s susceptibility to misinformation

• Many online tests, few psychometrically validated

• Older adults better at recognizing false info, but also 
likelier to spread it

Who is most susceptible?



• Discernment
• Real news detection
• Fake news detection
• Judgment bias

MIST:
The 
Misinformation 
Susceptibility 
Test



• Rapid publication/peer-to-peer sharing
• Algorithms track user engagement
• Susceptibility varies

How misinformation spreads



• People are more likely to believe repeated information

• Educational attainment, analytical reasoning, numeracy 
skills can increase resistance

The illusory truth effect



• System-level approaches – e.g., legislation, technology 
standards

• Individual-level interventions focused on changing 
individual behaviors

How to stop the spread



• Debunking

• Prebunking

• Nudging

• Literacy training

Individual approaches



• Avoid repeating misinformation without including 
correction

• Use misinformation correction strategies with proven tools 
• Leverage trusted sources to counter misinformation and 

provide accurate health information.
• Debunk misinformation often and repeatedly using 

evidence-based methods.
• Prebunk misinformation to inoculate susceptible 

audiences

APA’s recommendations



• Collaborating with social media companies to understand 
and reduce the spread of harmful misinformation 

• Demanding data access and transparency from social 
media companies

• Called on Congress to fund research into the psychology 
of health misinformation

APA’s actions



Thank you!
Kim I. Mills
kmills@apa.org
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